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History of Safety Standards for electronically appl ication

VDE 0116 1970
Electrical Equipment for furnaces (Burner)

TUV-Handbook 1984
Microcomputer in the Safety Technology (TUV

DIN 31000 1987/79
General Principles for the Safety Design of Technical Products

DIN V 19250 1989
Fundamental safety aspects to be considered for measurement and control equipment; safety categories (AK 1-8)

DIN VDE 0801 1990
principles for computers in safety-related systems
(Architecture for controller based safe systems)

IEC 61508 2000 Ed. 2 ongoing
Lifecycle, Requirement Management, Qualification, Probabilistic

DIN IEC 61508 (VDE 803), EN 61508 2002

All contradictory standards shall be withdrawn till 2004 in EU

PGSG (Product Safety in Germany) 2004

EU based law, in case of liability,

Product liability law also for road traffic

ISO 26262 WD 2005, CD 2008, DIS 20097
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History of Process Models
SPICE / CMMI

from www.flecsim.de
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Forces in Systems
(Technical Systems versus Management Systems)

Cost  Functionality compatibility

Qualification
Resources Ethic
Behavior of User
Schedule o
Legislations
Capacity Safety
Security
ualit
o y Fault tolerance
Availability Maintenance
Standards
Performance
_ Platforms
Production Resilience Reuse Markets

The challenge over the next 20 years will reto® spst or performance;

it will be a question of complexity. Our enemy is complexity, and it’s our goal to kil if.
Bill Raduchel, Chief Strategy Officer, Sun fliososys Jan Baan
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Standards and Regulations: Overview

Quality Standards Engineering Standards
* ISO 9000ff / ISO TS 16949 « ISO/IEC 12207 (SW-Process)
VDA Band 3.1 and 4.ff * \VV-Model
* DIN EN 60300-2 (Reliability Management)
« VDI 4001-10: Technical Reliability Assessment Models
« ISO /IEC 15504 (SPICE)
« CMM(I)

Specific Design Instructions, directives, law etc.
» Standardised E-Gas-Safety Concept
- Type Approval Regulations: ECE R13(H) Annex 18(8), ECE R79 Annex 6 2yStem Standards

* FMVSS etc., Vienna convention * ISO/IEC 26514
* [ISO/IEC 15288

» IEEE 1471-2000 etc.

Safety Standards + FDIS 62304:2005
* |IEC 61508 (Meta-Standard)

* 1ISO TR 15497: MISRA Guidelines ( IEC 61508 Derivates
 ECSS-E-40A (EU, Space) * EN 5012x (Railway)

* RTCA DO-178B (Aerospace SW, V&V) { *IEC 60601 1-4 (Medical)

* SAE APR 7461 (Aerospace, HW) * [IEC 61513 (Nuclear)

* NASA-GB-1740.13-96 (SW-Guidebook) | ¢ IEC 61511 (Process Industry)

» Def Stan 00-55 (Military) » [IEC 62061 (Machinery)

* IEC 60880 (SW in Nuclear Power Plants) * ISO WD 26262 (Automotive)
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Causes for Failure considered in Functional Safety

Identification and definition of necessary measures to reduce the risk
for electronic based systems such as:

Human error

In transparent or wrong targets or requirements for the proj ect
Underestimate of complexity

Undefined boundaries

Responsibility for interfaces

Inadequate use of measures

Inadequate project organisation

Inadequate use of methods, qualification of tools a nd staff
Technical weaknesses in architecture, design or compo nents
Low degree of maturity of products
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Domains in Automotive Industry

Customer

Customer
Domain

Quality Automotive

Needs
(CNs)

Concept Design
Phase

>

»
>

Engineering Processes, Functional Safety Management

8/ Hans-Leo Ross / Date © Continental AG

Product Design
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Process Design
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Functional
Requirements
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Design
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Image of Spiral Model in Automotive Industry
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Application of SPICE for FSM

Software Process Improvement and Capability Determination

CMMI (Capability Maturity Model Integration)

CMMI and Spice are focused on capability analysis and potential improvements.

Assessment Standards and related Process Model

Assessment target: Compliance of processes to reference model.

Functional Safety product integrity, avoidance of accidents

Processes avoidance of systematic failure

Methods based on best practices from safety, reliability or robustness
Measures External, Organizational, EE-HW, SW, other technology
Verification & Validation Methods, Review, Audit, Assessment

Assessment target Confirmation of a safety goal base d on given requirements.
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Development of Global Chassis Control

% Development of

- no. of functions

- memory for controller (1980 10kbyte up to 1Gbyte 2007)
- network knots, no. of development partners, interfaces
- degree of integration, interdependences, demand on dynamic

Cost reduction?
Weight reduction?

No. of variants?

]
= GCcC
: Global Chass!®
2 control
[ .
prake
Systems
hydraulic
brake
systems
1978 2001
g%dr;agrlgkgrake System Electronic Brake System 'I'\:l%%t—vrvr?rckaerq Brake System
disc brake ABS, EBD, TCS, BA, ESP (brake+chassis+tires)

brake booster
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1. Glossary

2. Management of functional safety

2-4 Overall project independent safety management

development

2-5 Project-dependent safety management during

release

2-6 Safety management activities after product

3. Concept phase

4. Product development: system level

3-4 ltem definition

4-4 |nitiation of product
development at system level

3-5 Initiation of the safety lifecycle

4-5 Specification of technical
safety concept

3-6 Hazard analysis and risk
assessment

3-7 Functional safety

4-10 Product release

7. Production and operation

7-4 Production

4-9 Functional safety assessment

4-8 Safety validation

4-6 System design

4-7 System integration and testing

7-5 Operation, service and
decommissioning

concept 5. Product development:

hardware level

5-4 Initiation of product
development atthardware level

5-5 Specification‘of hardware
safety requirements

5-6 Hardware design

6. Product development:
software level

6-4 Initiation of product
development at software level

reguirements

6-5 Specification of software safety

5-7 Hardware architectural
constraints

5-8 Assessment criteria for
probability of violation of safety
goals

5-9 Hardware integration and
testing

5-10 Safety requirements for
hardware software interface

/

’\ 6-6 Software architectural design

6-7 Software unit design and

\,_‘/ implementation

6-8 Software unit testing

6-9 Software integration and
testing

6-10 Software safety acceptance
testing

8. Supporti

8-4 Interfaces within distributed developments

8-5 Overall management of safety requirements

8-6 Configuration management

8-7 Change management

8-8 Verification

ng processes

8-9 Documentation

8-10 Qualification of software tools

8-11 Qualification of software libraries

8-12 Qualification of components

8-13 Proven in use argumentation

9. ASIL- and safety-oriented analyses

9-4 ASIL decomposition

9-5 Criticality analysis

9-6 Analysis of dependent failures

9-7 Safety analyses

Core processes



Boundary Diagram inclusive Interface Matrix
(Function in Vehicle, ITEM)
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Structure
Process Levels

PRODUCT LIFE CYCLE

CUSTOMER EXPECTATIONS
CUSTOMER SATISFACTI

[ Continuous Improvement N

| Business Support |

Support Processes
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Mapping to reference Models e.g. ISO CD 26262

Pkit- Mapping
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Function Analysis

Output

Input Activity
Project Plan S Structure >
Process for Functions | System | | System |
Project PRrtitions for Layer 1.1 Layer 1.2
Mission functions System | System | System |
.. Layer 1.1.1 Layer 1.1.2 Layer 1.2.1
Timing
Resources v Function 1.1.1
Reuse potential Function Trees > Function 1.1 ”/F P———
. . . _ ¥ unction 1.2.
Hierarchical structure of functions T — T /
“ I™Function 1.2.2
L Function 1.3
A 5 g
. ) Function Matrix
Function Matrix —> , , - -
Reaction 1 Reaction 2 Reaction 3 Reaction 4

Relation between different function elements

St ©
St 3

v

Function Diagrams
Different diagrams depending on architectural style, relevant view for the
scope, s

layer, pipes, filters, dynamic, static etc.
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FMEA — That's how it works
A FMEA is generally developed in 5 steps (reference VDA 4.x):

Systems Analysis Risk Analysis and Measures
1. Step 2. Step 3. Step 4, Step 5. Step
Structure Analysis Function Analysis Fault Analysis Measure Analysis Optimization
« Work-out and  Allocate function- » Allocate failure to e Documentation of * Reduce risk with
structure the and structure function actual avoidance or further
relevant elements elements * Define failure net detection measures measures
« Define Structure « Define function ¢ Quantification of * Quantify
structure actual stage modified stage
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Safety Analysis in Software and Measures to Control

E/E
components

| Hardware | | Software | |

Hardware | | Software | | Hardware| | Software |

Hardware | Software | |
component| [component

Hardware || Software | Hardware|
component| [component| [component]

Software |
component|

Hardware | Software ||
art unit

Hardware | | Software | [Hardware
part unit art

11
2 Software 01 13
unit 02 ;
13 Failure
- no function
|__‘_| - unexpected function

- wrong information
o1 02 - module not executed
- module execution interrupted

- wrong timing

oo

4

Measures to control failure
ASIL A/ SIL 1 static
ASIL B/ SIL 2 dynamic

oy
o—@—@

Vo

Allocation

Behaviour
| B

Measures to control failure
ASILCand D/ SIL 3

Systematic redundancy architecture

' ‘ . ‘ Dependability Analysis
h
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Process lterations

Functional Target: Driving from Frankfurt to Munich
Requirement: Maximum time 4 hours, non-functional
System Environment / Architecture: No tracks, use ¢

Hazard Analysis > Safety Goal > Avoid Accidents
Accident with other traffic

Safety Concept: Architecture / Barriers / Allocatio
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ar on the road.

Functional Target

Requirement

System Environment

Boundary

Hazard Analysis

Measures

Safety Architecture

V&V




Allocation of ASIL

e.g. Adaptive Cruise Control

Fixed-speed Deceleration Following
cruising control control
No other Slow vehicle Following in

vehicle in front in front constant distance

| | |
| I
S =
L L
I I/
= l
i
130 km/h 130 > 100 appr. 100
Set speed km/h km/h
00 O E:/Iotor | Brake oM
— s ontroller Controller
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Acceleration

control

Acceleration
To set speed
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Variants on ASIL ALLOCATION
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End

Thank you for
your Attention

Hans-Leo Ro0Oss

Phone: +49 69 7603-8057
E-Mail: hans-leo.ross@continental-corporation.com
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